
To protect critical information and business processes and to comply with government
and industry regulations, organisations can no longer rely solely on network-level security.
They must also monitor a myriad of commercial and customised applications on a variety
of different platforms. Doing so is a complex, labour-intensive undertaking that involves
more than simply purchasing security hardware and software. Companies must identify
which devices and applications to monitor, which logs from these sources are critical, and
which events constitute a potential security threat. After they resolve these issues, companies
must then write general and business-specific rules that trigger ‘alertable’ events from these
sources. Adding to the complexity, companies must also collect, review, and store logs in a
manner that complies with government and industry regulations.  

VeriSign® Log Management Service is a comprehensive log management solution that helps
customers identify threats at the network, host and application layer, as well as addressing
industry and government compliance requirements for log monitoring. The fully managed
service enables customers to log, track, and analyse user and system activity, while eliminating
the burden of building, configuring, maintaining, and monitoring an in-house data collection
solution. Built on VeriSign’s Managed Security Services platform, the service leverages best-
of-breed technology, operational excellence and world-class expertise to deliver a flexible,
highly scalable solution which can be hosted by VeriSign or deployed on site.

+ Description VeriSign®

Log Management Service uses VeriSign-owned third-party technology—deployed on the
customer’s premises—to collect, aggregate, and pre-filter raw logs from the sources that
VeriSign monitors. After this initial filtering, the technology uses the VeriSign® Security
Defense Appliance (SDA) to forward potentially significant events and alerts to TeraGuard,
VeriSign’s information management architecture, for further analysis. (The technology can
either store all raw logs locally, or forward them to VeriSign for analysis and storage.) On
receipt of a security-relevant event, a VeriSign analyst determines whether the event represents
a legitimate threat, and then notifies the customer. Customers can access all reported events
and relevant information 24/7 via the VeriSign® Enterprise Security Portal. In addition,
VeriSign’s secure portal allows managers to assign log reports to specific users, who can then
either approve them or flag them for further investigation thereby allowing customers to
track workflow and create an audit trail for compliance purposes. 

VeriSign® Log Management
ServiceKEY BENEFITS

Industry-Leading Service Level
Agreements (SLAs)
VeriSign delivers the industry’s

highest quality of service backed by

industry-leading SLAs. These strict

SLAs demonstrate VeriSign’s strong

commitment to protecting its

customers’ networks.

Support for Compliance with
Key Regulations
VeriSign Log Management Service

leverages world-class expertise and

industry-leading technology to help

customers address log monitoring

requirements of US regulations such

as Sarbanes-Oxley, the Gramm-

Leach-Bliley Act (GLBA) / Federal

Financial Institutions Examination

Council (FFIEC), the Health Insurance

Portability and Accountability Act

(HIPAA), the Payment Card Industry

(PCI) Data Security Standards, and

the Federal Information Security

Management Act (FISMA).

Customisable Review and Sign-
off for Workflow and Auditing
Users may access VeriSign’s Enterprise

Security Portal to review and approve

(or flag) reports, enabling companies

to create a secure audit trail for

compliance.
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VeriSign consultants work closely with customers to help ensure that the log monitoring
technology addresses compliance requirements and is configured properly. The VeriSign
Global Security Consulting team helps customers to identify critical devices and applications;
understand the types and methods of log capture; define the types of events to be reported;
and implement the filtering rules to capture and report on them. The Managed Security
Services team, which monitors thousands of customer devices in more than 60 countries,
helps customers monitor and identify threats at the network and application level; evaluates
data collected through the TeraGuard application; and promptly reports and responds to
any information security threat.

+ Summary of Service Features

Solution design
• Identification of critical logs 

• Rule development

• Device placement

Implementation and provisioning  
• Project management

• Technology configuration

• On-site and remote deployment support

Flexible storage and retention options 

Ongoing monitoring and management
• Health monitoring of log collection technologies

• Flexible log collection

• Inter- and intra-application analysis and correlation

• Correlation across platforms and customers

• Prioritisation and response by operations personnel

• Real-time alerting

Reporting 
• Notification of real-time threats and events

• Report assignment

• Sign-off and workflow for auditing and compliance

+ Supported Platforms
VeriSign® Log Management Service is designed to support almost any platform, including
operating systems, network devices, databases, and mid-tier/mainframe environments from
leading vendors. It also supports access management solutions such as Cisco® Secure Access
Control Server (ACS) and Blue Coat® appliances. Most importantly, the flexible, service-
based offering allows enterprises to quickly deploy a solution that accepts log input from
custom applications and other non-standard log sources. Unlike more costly solutions,
which often require development and engineering to support a new log source, VeriSign
can add analysis and reporting capability very quickly.  

Comprehensive Deployment
Services
VeriSign security engineers and

programme managers ensure that 

the log collection technology is

configured appropriately and that

secure communication paths are

established with the VeriSign SOC.

Robust, Multi-context Correlation
VeriSign’s data collection tool

normalises unstructured log data to

support correlation to events, detect

anomalies, and provide greater

context for IDS alerts.

24/7 Management, Monitoring
and Support
VeriSign’s expert staff of security

analysts are available 24/7 to provide

management, monitoring and support,

thereby relieving customers of the

unrelenting and time-consuming

responsibility of safeguarding corporate

information assets.

Reliable Communication and
Management Channel
The proprietary VeriSign SDA provides

a secure, fault-tolerant communications

and management channel. The SDA

streamlines security implementation,

enhances security and reliability, and

lowers capital and operational costs,

because VeriSign assumes all SDA

hardware and management expenses.

Trained and Dedicated
Professionals
VeriSign’s team of certified security

professionals is specially trained to

help customers address compliance

requirements for log monitoring, as

well as manage security products of

leading industry vendors, evaluate

data collected through the TeraGuard

application, and promptly respond

to any information security threat.  
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+ VeriSign Enterprise Security Portal
The always-on VeriSign Enterprise Security Portal serves as the primary point of contact
for customer service and trouble-ticketing, granting VeriSign customers 24/7 access to
real-time event reporting, timely intelligence and a customised log management platform.
It includes a variety of reports per device type, and access to an ad hoc query engine for
sophisticated analysis of security events across multiple platforms and locations. Access to
the system is secured with token-based authentication and SSL encryption. 

+ VeriSign® TeraGuard  
VeriSign’s information management architecture, TeraGuard, collects data from a wide
range of disparate sources through its Security Defense Appliance (SDA). TeraGuard then
analyses and prioritises these events using a multi-tiered correlation process. This enables
VeriSign to quickly reduce false positives, find real threats, and take the appropriate
action. Analysis of this wealth of threat data across customers provides VeriSign’s trained
security analysts with broad and real-time Internet security intelligence which would be
virtually impossible for an organisation to replicate internally.

+ VeriSign Security Defense Appliance (SDA)
The VeriSign® SDA resides on the customer’s site and converts the data from security
and network devices into a single, normalised stream of security-related events. Located
behind the customer’s security devices, it provides secure event store-and-forward capabilities
via an encrypted connection to VeriSign’s Security Operations Centre (SOC). The SDA
enables VeriSign to remotely monitor its customers’ firewalls, install system and software
updates, and deploy innovative security technologies. SDA deployment is not required,
but is highly recommended.

+ Security Operations Centres
VeriSign Security Operations Centres (SOCs) are secure, highly available environments
which house 24/7 operations. Bunker-style construction, tiered biometric access to sensitive
areas and video surveillance are select features of the physical security control, while a
generator back-up, UPS-conditioned power and state-of-the-art fire suppression systems
ensure 24/7 availability. All mission-critical systems are fully redundant, from electricity
to telecoms links to data processing, thereby eliminating any single point of failure.

+ The VeriSign Difference: Expertise, Intelligence, Trust
The following characteristics distinguish and differentiate VeriSign offerings:

• Global scale and intelligent infrastructure – With a worldwide customer base and
thousands of security devices under management, VeriSign has the scale to support
the largest and most demanding organisations and the flexibility to support smaller
firms where security is also a concern. The breadth of devices that VeriSign monitors
affords the company a wider and deeper view of Internet activity. It leverages this
unique threat intelligence, as well as the intelligence gathered by its iDefense® Security
Intelligence Services team, to proactively identify and alert customers to emerging
attack trends and cyber threats.

Lower Total Cost of Ownership
The Log Management Service saves

customers time and money by reducing

or eliminating staffing, training,

maintenance and upfront capital

expenditures.  
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• Seasoned practitioners – The security team’s expertise, dedication and focus on
customer service help ensure that each customer not only gets a real-world solution
that meets the unique requirements of its business, but also receives prompt attention
when security events or other issues arise. With an average of more than ten years’
experience in corporate information security and three or more industry certifications
per consultant, the VeriSign consulting team boasts one of the highest concentrations
of credentialled experts in the industry.

• Compliance expertise – The Global Security Consulting (GSC) team performs
hundreds of security and compliance audits annually for some of the largest organisations
in the world. Forty per cent of GSC engagements centre on security assessments, and
most consulting service customers are in regulated industries (mainly financial services,
healthcare and retail). The consulting team has performed numerous HIPAA, GLBA,
and other regulatory assessments and is also a leading provider of Visa CISP and
MasterCard Site Data Protection (SDP) assessments. 

• Commitment to excellence – As a recognised leader in managed security services,
VeriSign continues to experience growth well beyond the managed security services
market. As a result, VeriSign continues to invest heavily in research and development
(more than 15 per cent of annual revenue) and in infrastructure (where they continue
to add SOCs and staff in anticipation of continued growth). The company’s architecture
is highly redundant to ensure that customers receive 24/7 support and availability
worldwide.

• World-class support for industry-leading technology – leading technology – VeriSign
delivers world-class services to corporate customers by leveraging industry-leading
technology, skilled experts, structured processes and unique intelligence. As a services
company, VeriSign focuses solely on designing and deploying security solutions which
meet the specific requirements of its customers and maximise the effectiveness of
their existing security investments.

• Trusted partner – VeriSign has a strong heritage in providing trusted security services,
and thousands of organisations benefit from this heritage every day. Together with
strong authentication, application security, e-commerce security, security consulting
and threat intelligence, VeriSign Managed Security Services represent an unparalleled
commitment to helping companies engage confidently in electronic commerce,
communications and collaboration. 

+ Learn More
For more information about VeriSign® Managed Security Services and VeriSign® Global
Security Consulting, telephone 0800-032-2101, email enterprise_sales@verisign.co.uk, or
visit us at www.verisign.co.uk.

+ About VeriSign
VeriSign, Inc. (Nasdaq: VRSN) operates intelligent infrastructure services which enable
and protect billions of interactions every day across the world’s voice and data networks.
Additional news and information about the company is available at www.verisign.co.uk.
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Visit us at www.verisign.co.uk for more information.


