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Slovakia’s Largest Online Bank Relies on VeriSign®
ldentity Protection to Increase Online Security
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Tatra banka is based in Bratislava, Slovakia and employs over 3,500 staff. By

/ concentrating on an affluent market segment and offering innovative and
B transparent products and services, Tatra banka has become the third largest

e i bank in Slovakia, with 2007 revenues totaling in excess of US$536 million.

SOLUTION SUMMARY i + Increasing Security for Customers

With its strong focus on electronic distribution channels—especially Internet
banking—83 percent of all non-cash transactions are performed electronically.

| The most popular authorization tool for secure access is a Personal Identification
Number (PIN) in conjunction with a password and a set of static codes called a
“erid card.” However, due to the high number of reported phishing attempts to
collect data from the grid cards, Tatra banka decided it was essential to implement
5 a new and more secure solution.

Industry | Specifically, the Bank’s IS security department manager and solution architect,
together with the business manager for Internet banking, felt that the functions
of client logon, payment, and users’ change-of-settings needed enhanced security.
Challenges i The team defined five key criteria for the new solution: It must not impact
system performance; it must have a manageable false positive/false negative ratio;
it must be scalable to accommodate the bank’s growth; it must have the ability
to apply rules; and it must be easy for customers to use. Given the importance
of the initiative, the team would develop a solution in-house if an appropriate
' solution could not readily be found externally.

|+ Finding the Ideal Fit

Tatra banka looked at solutions offered by four vendors and chose VeriSign®
Identity Protection (VIP) as the perfect match against the criteria especially

in the areas of flexibility and manageability. Natalia Major, head of electronic
. distribution channels of Tatra banka said, “The solution performs well, with

i robust functionality such as neurological behavioral modeling. In addition, it
offers risk monitoring capabilities for our Internet banking, it works in both a
passive and active mode, and it does not require us to hire extra headcount to

Solution handle phishing cases and monitoring of customer behavior.”
The bank rolled out a pilot of VeriSign® Identity Protection Fraud Detection
Service in January 2007. “VeriSign delivered excellent support for our trial, and
Results we felt that this ‘try and buy’ mode demonstrated that VeriSign has full trust in its

solution,” noted Major. “We were able to experience VeriSign’s flexible customer
account management, and the staff answered our questions very promptly.”

VIP Fraud Detection Service provides an invisible means of delivering proactive
protection to consumers. Using advanced anomaly detection technology the service
detects fraudulent logins and transactions in real-time without adversely affecting
a legitimate user’s Web experience. The solution takes a self-learning approach to
fraud detection, adapting to customer usage habits unique to that individual.

§ Using policies and pattern recognition technologies, the service flags potentially
fraudulent activities based on known types of fraud and behaviors not typically
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“While we are still in the early
days in our use of VeriSign
Identity Protection (VIP), it has
already been very beneficial
because VIP provides a
sophisticated and intelligent risk
monitoring tool for our Internet
banking clients, without requiring
us to hire extra headcount.”

associated with a specific user. As the service is self-learning, it can adapt to
changing criminal behavior without manual intervention. This non-intrusive
approach does not require any change to a Web site and remains invisible to
the consumer until a fraud is detected.

+ Moving Into Production

The bank moved VIP Fraud Detection Service into full production in June 2007
for the proactive risk-based authentication of its Internet banking customers.
Tatra banka is also considering a move to a layered security approach for login
and payments with the implementation of the VeriSign® Identity Protection
Security Card for multi-factor authentication of Internet banking and payment
cards. The VIP Security Card is a revolutionary security credential that offers the
full assurance of the VeriSign® Identity Protection Authentication Service in a
card that fits in a wallet. The VIP Authentication Service will allow Tatra banka
to easily issue and accept multiple credentials from each user.

In addition, Tatra banka chose a VeriSign® SSL Certificate for protecting its

Web site. VeriSign is the leading secure sockets layer (SSL) Certificate Authority
enabling secure e-commerce and communications for Web sites, intranets, and
extranets for over 93 percent of the Fortune 500 and the world’s 40 largest banks.

+ Risk Monitoring Without Overhead

The performance statistics have proven very useful and have enabled the bank to
rank its customers based on their activity levels. “While we are still in the early
days in our use of VIP, it’s already been very beneficial because it provides a
sophisticated and intelligent risk monitoring tool for our Internet banking
clients, without requiring us to hire extra headcount,” stated Major.

She concluded, “We chose VeriSign because it is known for Internet security

and professionalism. The Tatra banka brand is seen by the public as top in online
banking, highly professional, and totally reliable, which dovetails well with
VeriSign’s reputation and helps our customers feel even more confident in
trusting us to keep their financial information safe and secure.”

Visit us at www.VeriSign.com for more information.
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