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With almost 68 percent of its member base using Internet banking, NSW Teachers
Credit Union is certainly no novice when it comes to Internet security. It is constantly
looking at new ways to improve its security and safeguard members against potential
threats, such as phishing, identity theft and online financial fraud.

As the larger banks continue to tighten up their online security systems, online
fraudsters are starting to direct more focus towards smaller targets and Teachers
Credit Union does not want to be in a vulnerable position if it happens to be
targeted. Ensuring it has the highest levels of security to safeguard its members
now and into the future is a high priority.

+ Balancing Convenience with Protection

As one of the largest and most progressive credit unions in Australia with 150,000
members and assets of $2 billion, Teachers Credit Union has filled the need for
low-cost, convenient and effective banking for teachers since 1966. But unlike
banks, its customers are members and shareholders, with profits returned to them
in the form of high quality personal service, enhanced services and a lower, more
sensible approach to fees.

As Teachers Credit Union does not have a physical branch network, its members
in NSW, ACT and Northern Territory rely heavily on the Internet to access their
accounts. Of its 150,000 members, 102,000 are registered for online banking. With
such a large proportion of its member base banking online, ensuring the right tools
are in place to safely protect customers without introducing undue complexity is a
key challenge.

“Members want the convenience and privacy of online banking with us, and in turn,
they expect us to provide the best protection for their online transactions,” said Brad
Hedgman, deputy chief executive of Teachers Credit Union. “To retain consumer
confidence and loyalty, we must provide them with a convenient and easy way of
protecting their online identities.”

As part of a broader online development strategy, Teachers Credit Union undertook
a review of its online security systems. Ultradata’s My Viewpoint Internet banking
software has been a core component of its online security to date, enabling members
to log on using a simple username/password approach with Captcha providing a
second layer of protection. Captcha uses distorted text to protect its Web site against
bots, generating and grading tests that humans can pass but current computer
programs cannot. However, Teachers Credit Union recognised that more advanced
security was required as an additional layer to strengthen the protection it provides
members from future threats, especially for higher-value transactions.

A comparison of half a dozen security solutions was carried out to review the
different options available in the market and determine the best fit for its online needs.

In addition to looking for more advanced protection, it was also looking for a solution
that worked well with its existing Ultradata software. Strong, multi-factor authentication
captured the attention of Teachers Credit Union, meeting all of its criteria with addi-
tional benefits for future needs.
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“We could see a real future

with Australia Post VIP Online
Security—allowing our members
to use their tokens across multiple
Web sites later down the track
helps us give our members greater
choice, while also providing them
with the highest level of security.”

“It is so important for us to give our members the confidence to transact online and
reduce any concerns they may have about identity theft with a layered security
approach to online security,” said Mr. Hedgman. “We were certainly impressed with
the perceived value of multi-factor authentication.”

+ Advanced Protection From Future Threats

Harly in 2007 Teachers Credit Union became the first organisation in Australia to
implement Australia Post VIP Online Security, an online security platform enabled

by VeriSign® Identity Protection (VIP) Services. Designed to strengthen and protect
consumers’ digital identities, Australia Post VIP Online Security has enabled it to
implement strong, two-factor authentication for members’ online banking transactions.

Australia Post VIP Online Security is based on open standards, which offers Teachers
Credit Union a greater choice of two-factor credential options from a variety of
different vendors to distribute to its members. Initially, it made available two-factor,
one-time password (OTP) security tokens for its members. So far 18,000 tokens have
been successfully rolled out to its membets.

When members log in to the Teachers Credit Union Web site, they still have to go
through the process of entering their username and password, as well as the distorted
text generated by Captcha. Those members with a two-factor credential will then be
prompted for an OTP. Rules are set out for each individual member so those without
tokens will not see this additional step.

Australia Post VIP Online Security leverages a shared authentication network, giving
Teachers Credit Union the ability to accept the same authentication credentials as other
participating members of VeriSign’s global VIP network without compromising security.
Apart from having greater protection when accessing their online banking accounts,
members will also benefit from being able to use their single Teachers Credit Union
credential with other VIP network participants in the near future. VeriSign’s VIP network
includes some of the world’s largest online retailers and financial services providers.

According to Mr. Hedgman, Teachers Credit Union was really impressed by the
whole concept of VIP: “We could see a real future with Australia Post VIP Online
Security—allowing our members to use their tokens across multiple Web sites later
down the track helps us give our members greater choice, while also providing them
with the highest level of security.”

Although the authentication credential of a NSW Teachers Credit Union customer can
be used at any VIP network member Web site, each VIP network member maintains
control over its own business rules and security requirements, and no identification

or customer account information is ever shared. This results in reduced cost for

VIP network members to implement strong authentication and takes away associated
complexity, whilst improving end user convenience.

Currently Teachers Credit Union gives members the choice of whether they want to
use two-factor authentication or not, as well as which form of credential they want to
use—security token or SMS-based OTP. To drive customer adoption, it has embarked
on a security awareness program to educate its members on the importance of security
and the choices available to them. In line with its approach to providing high-quality

services to its memberts, it also decided to provide the tokens to members free of charge.
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“We really want our customers to use this new channel as we are the custodian looking
after their funds, so we needed to make it easy for them to make that decision,” said
Mr. Hedgman. “At the end of the day, we will save money by protecting them from
online threats, particulatly online fraud.”

Not only do its online banking members benefit from Australia Post VIP Online
Security, but Teachers Credit Union employees can also use their credentials for remote
access into internal systems. This reduces the number of tokens they have to carry on
them—they no longer need one for banking and another for remote access.

The deployment of Australia Post VIP Online Security took 12 months from begin-
ning to end. As the first Australia Post VIP Online Security customer in Australia, the
implementation took a little longer than usual as technical issues were worked through
and Ultradata was required to create a build for its My Viewpoint software to comply
with Australia Post VIP Online Security. Now that this has been achieved, Australia
Post VIP Online Security simply integrates with the existing Ultradata solution. This
has saved the Credit Union time, money, and resources by not having to start entirely
from scratch.

In addition, since deploying Australia Post VIP Online Security Teachers Credit Union
has seen a noticeable decline in the incidence of online fraud, as well as a decrease in
the number of transactional queries made by members.

“We are very happy with the deployment of Australia Post VIP Online Security.

The implementation went well and everyone has delivered on their promise,” said

Mr. Hedgman. “More importantly, our members are happy—VIP has been very well
received and the majority of members have found it very easy to use.”

+ Ensuring Future Protection

In the near future, NSW Teachers Credit Union plans to end its use of Captcha for
online banking security, eliminating a further step members have to use each time
they login. According to Mr. Hedgman: “Some of our members think we have too
much security at the moment, but that will be resolved when we remove Captcha in
the second phase of our online development roadmap. I anticipate another wave of
two-factor token adoption will be initiated once that happens.”

Also in the short term, Teachers Credit Union plans to reduce members’ daily
transactional limits on electronic funds transfers to other financial institutions
(including BPAY payments). This will help minimise the potential loss that could
occur if a member’s access code was somehow compromised in a phishing attack.

Longer term, Teachers Credit Union’s vision to protect its members against online
financial fraud is focused on introducing an advanced transactional rules-based
decision system to detect oddities in a member’s spending patterns or where an
unusual transaction has occurred.

“We are doing everything we can to ensure the confidence and trust of our members
is maintained, and we believe we have the right online development roadmap to
protect them well into the future,” said Mr. Hedgman.
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